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Meet the expert: As a certified Microsoft Instructor, Ken has focused his career on various security aspects of computer and network
technology since the early 1980s. He has offered a wide variety of IT training and high level consulting projects for Fortune 500 companies
globally. Through the course of his extensive career, he has taught a full line of Microsoft, CompTIA, Cisco, and other high level IT
Security curricula.

Prerequisites: This is part 2 of the series

Runtime: 02:16:46

Course description: This course covers processes that deal with risk management and establishing a process for information asset
classification, systematic risk assessment, business impact assessments, threat and vulnerability evaluations, identify and evaluate
information security controls, lifecycle process and finally reporting changes in information. This course is part of a series covering the
ISACA Certified Information Security Manager (CISM).

Course outline:

Risk Management Overview
• Introduction
• Risk Management Overview
• Importance of Risk

Management
• Risk Management Outcomes
• Summary

Information Security Risk
Management
• Introduction
• Information Security Risk

Management
• Scope and Charter
• Roles and Responsibilities
• Summary

Information Security
Management Concepts
• Introduction
• Information Security

Management Concepts
• Network Equipment
• Summary

Risk Management Framework
• Introduction
• Risk Management Framework
• The External Environment
• Risk Management Context
• Gap Analysis
• Risk Analysis
• Summary

Risk Assessment
• Introduction
• Risk Assessment
• Other Risk Assessment

Approaches
• Identification of Risks
• Risk

• Risk Analysis
• Evaluation of Risks
• Summary

Controls and Countermeasures
• Introduction
• Controls and Countermeasures
• Information Resource Valuation
• Determining Classification
• Impact Continued
• Summary

Recovery Point Objectives
• Introduction
• Recovery Point Objectives
• Third-Party Service Providers
• Project Management
• Risk Monitoring and

Communication
• Summary


