Penetration Testing with OWASP ZAP, Part 3 of 5:

Attack Types
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Meet the expert: Atul has been involved in information security,&nbsp; IT auditing, and&nbsp; penetration testing web apps in the field of

information security training for over 8 years.

Prerequisites: none

Runtime: 01:28:53

Course description: OWASP ZAP is an open-source web application security scanner. This course covers Automated Attacks in under 5

Minutes, Spidering and Fuzzing the Target as well as Active Scanning Attacks.

Course outline:

Automated Attack in Under 5

Minutes

* Introduction

» Automated Attack Under 5
Minutes

* Active Scan Results

* Summary

Spidering the Target
* Introduction

» The Standard Spider
* The AJAX Spider

» Spidering the Target
* Summary

Fuzzing the Target

* Introduction

* Fuzzing Targets in Action
* Fuzzer Results

* Summary

Active Scanning Attacks
* Introduction

* Active Scanning Attacks
» Parameters

* Summary
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