MS-100 Microsoft 365 Identity and Services, Part 4 of

5: Authentication, Applications and Azure
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Meet the expert: Mohammed Niyas
is a technical expert and trainer specializing in Office 365, Exchange Server, PKI, Azure, and VMware. He has over 10 years of experience
deploying and managing Microsoft and VMware technologies and services for enterprise and government customers. He is a multiple-year
recipient of the VMware vExpert and Microsoft MVP awards.

Prerequisites: Candidates have a working knowledge of Microsoft 365 workloads and should have been an administrator for at least one
Exchange, SharePoint, Teams, or Windows 10 deployment. Candidates also have a working knowledge of networking, server

administration, and IT fundamentals such as DNS, Active Directory, and PowerShell.

Runtime: 01:30:40

Course description: The MS-100 Exam consists of 4 domains: Design and implement Microsoft 365 services (25-30%), Manage user
identity and roles (25-30%), Manage access and authentication (15-20%), Plan Office 365 workloads and applications (25-30%). This

course covers: Multi-Factor Authentication, Azure AD Applications and Workload Configuration.

Course outline:

Introduction to Multi-Factor

Authentication MFA

* Introduction

* Intro to Multi-Factor
Authentication

» Understand MFA

« Factors of Authentication

» Setup Multi-Factor
Authentication

* MFA Review

* Summary

Introduction to Azure AD

Applications

* Introduction

* Introduction to Azure AD
Applications

* Azure AD Application
Introduction

* Types of Application

* Prerequisites

» Azure AD Application proxy

* Application Proxy

» Add Azure AD Gallery
Application

* SAML

* AD Review

* Summary

Introduction Azure AD B2B

* Introduction

* Introduction Azure AD B2B

* Introduction to B2B

» B2B Licensing

» Add Guest User and Assign
Application Access

» Enforce MFA for Application
Access

* B2B Review

* Summary

Microsoft 365 Workload

Configuration

* Introduction

» Microsoft 365 Workload
Configuration

« Enterprise Workloads
Foundation Infrastructure

* Phase 2

* Phase 3

* Phase 4

* Phase 5

* Deployment of Workload
application

 Migration Tools

* Mover

» Other Tools

* Foundation Review

* Summary
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