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Meet the expert: As a certified Microsoft Instructor, Ken has focused his career on various security aspects of computer and network
technology since the early 1980s. He has offered a wide variety of IT training and high level consulting projects for Fortune 500 companies
globally. Through the course of his extensive career, he has taught a full line of Microsoft, CompTIA, Cisco, and other high level IT
Security curricula.

Dr. Michael Biocchi completed his PhD and has received his Masters of Science as well as his Bachelor of Computer Science. Michael is
a Certified Information Systems Security Professional (CISSP). He is currently a full-time professor teaching a variety of computer science
courses. These courses include: Artificial Intelligence, Security and Privacy, Project Management, PHP/MySQL, Distributed Systems, as
well as many others. Michael also runs a small consulting business. He works with businesses in developing risk assessment, policy
creation, business continuity planning, disaster recovery planning, and security awareness.

Prerequisites: There are no prerequisites.

Runtime: 02:17:09

Course description: Digital Security Awareness wraps up with this course on how to think about security from end to end, passwords,
security policies as well as what to do moving forward.

Course outline:

Security from End to End Part
1
• Introduction
• Security from End to End
• Physical Security
• Other Things to Think About
• Home/Workstation Security
• Theft
• Encryption
• Demo: Encryption
• Secure E-mail Use
• Handheld Electronics
• Summary

Passwords
• Introduction
• Passwords
• Username
• How Does It Work?
• Password Strength
• Strength Comes from Length
• More Math
• Password Hashing
• Is My Password Hashed?
• Password Management
• Benefits
• Recommendations
• Summary

Security from End to End Part
2
• Introduction

• E-mail
• Securing E-mail Communication
• E-mail Encryption
• Unknown Senders
• Stopping Spam
• E-mail Attachments
• Other E-mail Worries
• What to Do about E-mail

Malware
• How to Avoid SPAM
• Secure Web Browsing
• Summary

Security from End to End Part
3
• Introduction
• Certificates
• Secure Web Browsing (Cont.)
• Demo: Secure Web Browsing

Basics
• Instant Messages and Social

Sites
• Summary

Security Policies
• Introduction
• Security Policies
• Security Policies (Cont.)
• Security Policies as

Agreements
• Acceptable Behavior
• Defining an Incident
• Response Teams
• Response Teams (Cont.)
• Response Checklist

• Response Checklist (Cont.)
• Bring Your Own Device
• Benefits
• Issues
• Mobile Device Management
• Summary

Moving Forward
• Introduction
• Education and Awareness
• Education and Awareness

(Cont.)
• Individuals
• Organizations
• Security Domains
• Summary


